THIS ISNOT
AN ORDER

REQUEST FOR BIDS/PROPOSALS COVERSHEET
THE UNIVERSITY OF SOUTHERN MISSISSIPPI

Procurement and Contract Services
118 College Drive #5003, Hattiesburg, Mississippi 39406-0001

Date: July 22, 2021

Name:

Bid No. 22-02
Company:

THE UNIVERSITY OF SOUTHERN MISSISSIPPI is considering

Address: the purchase of the following item(s). We ask that you submit your
bid and retain one copy for your files. Right is reserved to accept or

reject any part of your bid. Your quotation will be given

City/State/Zip: consideration if received in Bond Hall, Room 214 on or before:
2:00 p.m.CT
TERMS - Bidder should state terms of sale. Our terms are 2% ten days, net 45 days.
These terms will apply per Mississippi law. August 10, 2021
AWARDING CONTRACT - Cash terms will not be used as a basis for awarding
contracts; however, the University will accept cash discounts when earned. Buyer: Deidre Edwards

NOTE: If you cannot quote on the exact material shown, please indicate any exception giving brand name and complete
specifications of any alternate. If additional space is required, use a separate sheet or letter of transmittal.

ITEM QUANTITY UNIT PRICE TOTAL NET PRICE

RFx #3160004450

DESCRIPTION

RFP 22-02 Telecom Management and Billing
Software

PROPOSAL MUST BE RETURNED TO THE UNIVERSITY IN
ACCORDANCE WITH THE SPECIFICATIONS. BID NUMBER AND
DATE OF BID OPENING MUST BE SHOWN ON THE OUTSIDE OF
THE ENVELOPE IF USING THAT METHOD.

We quote you as above-F.O.B. The University of Southern Mississippi. Shipment can be made in days from receipt of
order. DATE TERMS

Return quotation to Procurement Services at above address.

AA/EOE/ADAI Signatu re ReCIUired




THE UNIVERSITY OF SOUTHERN MISSISSIPPI
PROCUREMENT SERVICES
118 COLLEGE DRIVE
#5003
HATTIESBURG, MS 39406-0001

GENERAL TERMS, CONDITIONS AND INSTRUCTIONS FOR BIDS/PROPOSALS

1) Failure to examine any drawings, specifications, and instructions will be at
bidder’s risk.

2.) Samples of items when called for must be furnished free of expense and if not
destroyed in testing, will, upon request, be returned at the bidder’'s expense.
Request for the return of samples must be made within ten (10) days following
opening bids. Each individual sample must be labeled with bidder’'s name and
manufacturer’s brand name and number.

3.) Bids must be signed and sealed with bidder's name and address on the outside
of the envelope, and the time and date of the bid opening and the bid file
number shown in the lower-left corner of the packages; envelopes, express
mailing labels, boxes, etc.

4.)  Atleast one (1) signed original and one (1) signed copy of the bid MUST be
provided. The University requires a portable electronic virus/malware free copy
(thumb drive) of the bid response from the responding Vendor to be included in
the bid response package. If an electronic copy is not included, the University
reserves the right to request an electronic copy of the exact bid response prior to
review of the bid.

5.) For your bid to be considered, it must be received, and time stamped in our office
by 2:00 P.M. of the bid opening date. It is the responsibility of the vendor to
ensure their bid is received within the appointed time. If your bid package is not
received in Bond Hall, Room 214, by 2:00 P.M. of the bid opening date, it will not
be considered.

a. If you are delivering your bid, you need to hand carry the bid package to: The

University of Southern Mississippi
Procurement Services

Bond Hall, Room 214
Hattiesburg, Mississippi

b. If you are mailing your bid package via U.S. Postal Service, mail to: The
University of Southern Mississippi
Procurement Services
118 College Drive #5003
Hattiesburg, MS 39406-0001

c. Ifyou are express mailing your bid package via Federal Express or UPS,
or any other delivery service which requires the use of a physical address,
deliver to:



6.)

7))

8.)

9)

10.)

11))

12.)
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The University of Southern Mississippi
Receiving Department

2609 West 4™ Street

Hattiesburg, MS 39401

Bids or proposals shall not be modified, corrected, altered, or amended after the
specified closing time and the opening of such bids, unless otherwise noted in
the request for bids or proposals.

The University of Southern Mississippi reserves the right to reject any and all
bids, to waive any informality in bids, and unless otherwise specified by the
bidders, to accept any items on the bid. If the bidder fails to state the time within
which bids must be accepted, it is understood and agreed that The University of
Southern Mississippi shall have 90 days to accept. The University of Southern
Mississippi reserves the right to make an award to this bid on an all or none
basis, or on a line by line basis, whichever serves the best interest of The
University of Southern Mississippi.

Contracts and purchases will be made or entered into with the lowest,
responsible bidder meeting specifications.

A written purchase order or contract award mailed or otherwise furnished to the
successful bidder within the time of acceptance specified in the Invitation for Bid
results in a binding contract without further action by either party. The contract
shall not be assignable by the vendor in whole or in part without the written
consent of The University of Southern Mississippi.

Unless written exception is provided in the bid response, the winning Vendor
agrees to be bound by the USM Terms and Conditions, which are incorporated
herein, and may be found at https://www.usm.edu/procurement-contract-
services/usm-terms-and-conditions.php.

Respondents are required to comply with all applicable local, State and
Federal laws, codes, ordinances, and regulations in the provision of the
materials required.

Respondents must comply with Personally Identifiable Information (PIl) data
protection regarding State, Federal, and University regulations and policies.

Legal Provisions to Which USM Cannot Agree
a. Any provisions disclaiming implied warranties shall be null and void. See
Mississippi Code Annotated Sections 11-7-18 and 75-2-719(4). The Vendor
shall not disclaim the implied warranties of merchantability and fitness for a
particular purpose.
b. Any limitation of liability for claims related to the following items:
I. Infringement issues;
ii. Bodily injury;
iii. Death;
iv. Physical damage to tangible personal and/or real property; and/or the
intentional and willful misconduct or negligent acts of the Vendor


http://www.usm.edu/procurement-contract-services/usm-terms-and-
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and/or Vendor’'s employees or subcontractors.

c. Any requirements that the University pay interest, except for those in
conjunction with USM’s standard payment terms of Net 45 days. Payments
made beyond 45 days are subject to late fees and interest.

d. Any terms and conditions in the purchase contract that conflict with the laws
of the State of Mississippi. Any such instances shall require a revision of the
terms and conditions to ensure compliance with Mississippi state law.

e. Any provision requiring USM to pay attorney's fees, prejudgment interest or
costs associated with any legal action to or for the Vendor, except that which
are ordered by a court of competent jurisdiction.

Bid files can only be examined during normal working hours by interested
parties, but only after the official award has been made.

If purchase orders or contracts are canceled because of the awarded vendor’s
failure to perform or request for price increase, that vendor shall be removed
from our bidders’list for a period of 24 months.

No addendum will be issued within a period of two (2) working days prior to
the time and date set for the bid opening. Should it become necessary to
issue an addendum within the two-day period prior to the bid opening, the bid
date will be reset giving bidders ample time to answer the addendum.

Alternate bids, unless specifically requested or allowed, will not be considered.

Bid openings will be conducted open to the public. However, they will serve only
to open the bids. No discussion will be held with any vendor as to the quality or
provisions of the specifications, and no award will be made either stated or
implied at the bid opening. After the close of the bid opening meeting, the bids
will be considered to be in the evaluation process and will not be available for
review by bidders. Proposal openings are not required to be open to the public;
however, the resulting award is open for public inspection.

Prices quoted shall be firm for the term of the contract or for the stated time of
acceptance.

The bidder understands that The University of Southern Mississippi is an
equal opportunity employer and, therefore, maintains a policy which prohibits
unlawful discrimination based on race, color, creed, sex, age, national origin,
physical handicap, disability, or any other such discrimination; and the bidder,
by signing this bid, agrees during the term of agreement that the bidder will
strictly adhere to this policy in its employment practices and provision of
products or services.

Bidders must upon request of The University of Southern Mississippi furnish
satisfactory evidence of their ability to furnish products or services in accordance
with the terms and conditions of these specifications. The University of Southern
Mississippi reserves the right to make the final determination as to the bidder’s
ability.



22.) Questions or problems arising from bid procedures should be directed to the
Buyer listed on the solicitation at:

The University of Southern Mississippi
118 College Drive #5003

Hattiesburg, MS 39406-0001

Phone: (601) 266-4131
Bids@usm.edu

23.) Allitems must equal or exceed the specifications listed. The absence of detail
specifications or the omission of detail description shall be recognized as
meaning that only the best commercial practices are to prevail, and that only
first quality materials and workmanship are to be used.

24.) ltis the intent of the specifications to obtain a product that will adequately
meet the needs of the user while promoting the greatest extent of competition
that is practicable. It is the responsibility of the prospective bidder to review
the entire Invitation to Bid packet and to notify The University of Southern
Mississippi if the Specifications, Instructions, General, or Special Conditions
are formulated in a manner which would unnecessarily restrict competition.

25.) It shall be incumbent upon the bidders to understand the specifications. Any
requests for clarifications shall be in writing and shall be submitted to our
Procurement Services office at least seven (7) business days prior to the time
and date set for the bid opening, unless otherwise noted in the bid or proposal
specifications.

26.) The minimum specifications are used to set a standard and in no case are used
with the intention to discriminate against any manufacturer. Bidders should note
the name and the manufacturer and model number of the product they propose
to furnish and submit descriptive literature.

27.) Trade names, brand names, and/or manufacturer’s information used in these
specifications are for the purpose of establishing a level of quality, unless
otherwise noted. Bids on products of other qualified manufacturers are
acceptable, provided they are demonstrated as equal to those specified in
construction, design and suitability. Each bidder shall submit with his bid a
complete brochure with pictures on each item and shall point out specifically any
deviations from the specified items. Failure to do so may disqualify any bid.
Please bid as specified or an approved equal.

28.) A copy of the manufacturer’s standard guarantee/warranty shall accompany
and become a part of this bid.

29.) There are no federal or state laws that prohibit bidders from submitting a bid
lower than a price or bid given to the U.S. Government. Bidders may bid lower
than U.S. Government contract price without any liability as The University of
Southern Mississippi is exempt from the provisions of the Robinson-Patman Act
and other related laws. In addition, the U.S. Government has no provisions in
any of its purchasing arrangements with bidders whereby a lower price to The
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University of Southern Mississippi must automatically be given to the U.S.
Government.

All invoices, unless noted otherwise, are to be billed to:

The University of Southern Mississippi
IT Invoices

118 College Drive #5181

Hattiesburg, MS 39406-0001
ITInvoices@usm.edu

All equipment bid shall be of current production and of the latest design and
construction.

Where all, or part(s), of the bid is requested on a unit price basis, both the unit
prices and the extension of the unit prices constitute a basis of determining the
lowest responsible and responsive bidder. In cases of error in the extension of
price, the unit price will govern.

Should the University close due to inclement weather conditions, or any other
unforeseen events on the bid opening date, sealed solicitations will open the
following business day at the same time and location.

The University reserves the right to solicit Best and Final Offers (BAFOs) from
Vendors, principally in situations in which proposal costs eclipse available
funding, or the University believes none of the competing proposals presents a
Best Value (lowest and best proposal) opportunity. Because of the time and
expense incurred by both the Vendor community and the University, BAFOs are
not routinely conducted. Vendors should offer their best pricing with the initial
solicitation. Situations warranting solicitation of a BAFO will be considered an
exceptional practice for any procurement. Vendors that remain in a competitive
range within an evaluation may be requested to tender Best and Final Offers, at
the sole discretion of the University. All such Vendors will be provided an equal
opportunity to respond with a Best and Final Offer under a procedure to be
defined by the University that encompasses the specific, refined needs of a
project, as part of the BAFO solicitation. The University may re-evaluate and
amend the original project specifications should it be deemed necessary in order
to improve the opportunity for attaining Best Value scenarios from among the
remaining competing Vendors. All BAFO proceedings will be uniformly
conducted, in writing, and be subject to solicitation by the University and receipt
from the Vendors under a precise schedule

As an alternative to traditional sealed bids in envelopes, the University of
Southern Mississippi is capable of receiving electronic bid responses. While this
option is available, it is not required and we ask that all potential respondents
keep in mind that with any electronic system there could be delays or glitches with
the submission process; therefore the University highly encourages traditional
sealed bids which are either mailed or submitted in person. Should a vendor
choose to submit their response electronically, please follow the instructions
below using the following website:


mailto:ITInvoices@usm.edu

https://www.ms.gov/dfa/contract _bid_search/Home/Sell. On this site you will find
helpful links to procurement opportunities, as well as a link to supplier registration.
If not already registered in this system, potential bidders will first need to click on
‘Supplier Registration’ and follow the steps outlined (a one-time process). Once
registered, they can return to the original website and click on ‘Procurement
Opportunities’ where they can either search by keyword for the bid they desire to
respond to or leave the search box blank and click ‘Search’ for a listing of all
current bids and proposals for the various State of Mississippi offices. The
University will not be responsible for any late submissions, especially any issues
related to electronic submissions, as the electronic bidding system is not owned
or maintained by the University.

AA/EOE/ADAI
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THE UNIVERSITY OF

SOUTHERN
MISSISSIPPIL

Telecom Management & Billing Software

REQUEST FOR PROPOSAL

July 22, 2021



A. Instructions to Vendors

The Request for Bids coversheet must be included in all sealed proposals for this
bid.

Each bid must be submitted in a sealed envelope bearing on the outside the name
“Telecom Management & Billing Software,” the name of the Vendor, the Vendor
address, and the notification of opening on the specified date on the coversheet.

B. Payment
The currency used for payment of costs will be in United States dollars.

During implementation, the University cannot be invoiced in advance of services not rendered.
Therefore, the university prefers to be billed in installments based upon mutually agreed upon
project implementation milestones completed.

If the University chooses to renew the contract for the optional additional years, the University
requests to be billed annually.

State law requires that the University receive an griginal invoice from the Vendor
and that payment of the invoice is processed within 45 days of receipt (Miss
Code 31-7-305). The invoice should be on the Vendor’s letterhead and/or include
an original Vendor representative signature.

USM may choose to use a VISA® Purchasing Card for invoice payments in place
of a check to pay for purchases from this solicitation. Unless exception is noted in
the bid response, the bidder, by submitting a response agrees, to accept the
VISA® Purchasing Card as an acceptable form of payment and may not add
additional service fees/handling charges to purchases made with the VISA®
Purchasing Card.

C. Length of Agreement
The University of Southern Mississippi is seeking a five (5) year agreement with the
possibility of two 1-year renewals. Please include pricing in bid response.

D. References: Respondents SHOULD provide a minimum of three (3) customer
references, including contact information, that have implemented the proposed
solution and/or services in the last 12 months; preferably from higher education
institutions.

E. Legibility and Organization: Proposals MUST be printed, written in English, legible,
and appropriately structured. Each page needs be numbered sequentially. Proposals
MUST be bound.

F. Rightto Use Proposals in Future Projects
The State reserves the right to evaluate the awarded proposal from this RFP,
including all products and services proposed therein, along with the resulting
contractual terms, for possible use in future projects if (a) it is deemed to be in the
best interest of the State to do so; and (b) the Vendor is willing to extend a cost less
than or equal to that specified in the awarded proposal and resulting contract. A



decision concerning the utilization of a Vendor’s proposal for future projects is solely
at the discretion of the State and requires the agreement of the proposing Vendor.
The State’s decision to reuse an awarded proposal will be based upon such criteria
as: (1) the customer’s business requirements; (2) elapsed time since the award of the
original project; and/or (3) research on changes in the Vendor, market, and technical
environments since the initial award.

. Pre-Payments with Pro-Rata Refund

State law (Section 31-7-305 of the Mississippi Code Ann.) authorizes the issuance of
payment after receipt of the invoice and receipt, inspection, and approval of the goods
and/or services. The intent is that goods and services must be received, inspected,
and accepted prior to payment. Pursuant to this requirement, where pre-payment has
been authorized, all pre-payment contracts will require the following statement in the
Termination section: “Upon termination of this Agreement by Licensee or by Licensor,
Licensor shall issue Licensee a refund of a proportionate share (based on the number
of days in the term year before and after the termination) of the Annual Fees paid with
respect to that term year.”

. Criteria for Award

The Vendor selected for an award will be the Vendor whose proposal, as presented in
the response to this RFP, is the most advantageous. The university is not bound to
accept the lowest priced proposal if that proposal is not in the best interest of the
university as determined by the Evaluation Committee and iTech Department.

Description Possible Points
Cost 45
Requirements 55
T
Total Points 100

Consideration may also be given to any additional information and comments if they
should increase the benefits to the university. Upon completion of the initial review
and evaluation of the proposals submitted, selected Vendors may be invited to
participate in oral presentations.

Cloud Hosted Services

The winning Vendor to a cloud hosted solution proposed must allow the University to
comply with the “Mississippi Department of Information Technology Services, Security
Services Division, State of Mississippi Enterprise Cloud Offsite Internet Hosting
Security Policy.” A copy of this policy can be provided to a designated contact for any
Vendor that has completed an Intent to Bid from the University website

Any contract awarded for a cloud hosted solution will be required to address the
clauses included in Appendix B of this RFP as it relates to Public Data prior to a
Purchase Order being issued.

. Bid Specifications
The Vendor response must respond to each requirement in the specifications and



functions listed in Appendix C.

The Excel spreadsheet must be included in the submitted response. Responses must
be submitted in the same order and should include the requirement identifier listed so
responses can be easily compared. Southern Miss has no obligation to locate or
acknowledge any information in the proposal that is not presented according to these
instructions.

K. Additional Requirements

L.

The University acknowledges that the specifications within this RFP are not
exhaustive. Rather, they reflect the known requirements that must be met by the
proposed system. Vendors must specify what additional components may be needed
and are proposed to complete each configuration.

The cost of converting the existing system to a new system will be required in the
analysis of final costs. Please include conversion / import costs of existing data in the
implementation price.

Scope of Work

The University desires to procure a new Telecommunications Management System (TMS) to support
the operational divisions within the agency. The goal is to automate as much of the ordering, billing,
and inventory processes as possible and to provide the customer with information needed to better
manage telecommunications resources.

The University provides centralized services in the areas of telecommunications (voice, data, and
video), centralized computing (UNIX, Windows, storage management, etc.), as well as other basic IT
related applications (DNS, e-mail, Internet, etc.) to internal university departments as well as some
external customers. The IT department (iTech) recovers costs through various fees and rates using an
internal billing process. Although the major focus of this procurement is to address the
telecommunications portion of iTech services and the associated billing, the University desires to use
the proposed systems to include other services such as centralized computing, basic IT related
applications, consulting, and other fee-based services sometime in the future.

Requests for telecommunications-related work are received through service requests (scheduled work)
from the customer via Cherwell work order system or email. For service requests, a customer service
representative in iTech compiles the customer information including billing codes, work description,
customer contacts, etc. The information is recorded in the current telecom management & billing
request system, Pinnacle. The service request system journals the work request and implementation
process, and provides the actual work order, inventory information, and charge-back information. Once
compiled, the service request is reviewed by a customer service representative or technician for the
creation of an appropriate solution to the customer request. This stage normally includes how the
request will be implemented, what type of equipment will be needed, what type of circuit will be
needed, and the technologies to be employed, as well as assigning the necessary information to
enable the equipment and services to be ordered or pulled from inventory.

This group also schedules vendors, contractors, and internal technicians for any necessary work such
as cabling, equipment installation, cross-connects, etc. Once completed, resource usage information is
compiled including billable and non-billable equipment and/or labor. The completed order is routed to
the billing group who makes sure all the billing information is correct, confirms completion of the
request with the customer, closes the order, and generates the appropriate bill to the customer.
Customer bills are generated on a monthly basis.

Trouble tickets for voice and data are normally generated through a trouble call or through the network
operations center. This may involve opening tickets with circuit suppliers or passing the ticket to an
internal service technician where some of the processes used for scheduled service requests are
invoked (although typically a much shorter form) resulting in the resolution of the problem and possible
billing activity depending on the nature of the work performed.

The current telecommunications environment consists of approximately:



e 100 External Users accessing the system simultaneously.

e 10 iTech Staff accessing the software simultaneously.

e 10,000+ phone lines with approximately 6,000 provisioned.

¢ 12 months of historical information on-line.

e 500+node Cisco route/switch-based TCP/IP network utilizing LAN / WAN circuits.
The current system interfaces with Cisco Call Manager version 12.5.

The current system processes long distance charges via CDR records through an automated import.

M. Objectives
iTech’s vision is to replace the existing system and processes with a turnkey, feature rich, fully
integrated modular system that will support online service order request, inventory information, and
billing. The proposed system will fully manage the order process from the initial request through billing
the customer. The proposed system should include, but not be limited to, software and its licensing,
installation, implementation assistance, data conversion, customization, project management, and
training. Some of the required features include browser-based service order request; browser-based
trouble reporting; service catalog resources; electronic billing; browser-based inventory records;
customer and vendor bill reconciliation; relational database with enhanced reporting and auditing
capabilities; enhanced call collector capabilities; cable path documentation; cost allocation
management; and hooks into our Cherwell centralized help desk solution. The proposed system will
establish a single-point-of-entry operations environment that eliminates redundant data entry and
eliminates fragmented systems. Staff will be able to quickly access customer information to reduce
processing time, increase accuracy, lessen rework, streamline work processes, and improve intra and
inter departmental communication. The proposed system will be highly modifiable by iTech using built-
in capabilities of the system, as much as possible, rather than through custom vendor code.

The University is seeking to identify the software that is awarded this bid as the standard Telecom
Management and Billing software for the University.



APPENDIX A- Standard Contract

A properly executed contract is a requirement of this RFP. After an award has been made, it will be
necessary for the winning Vendor to execute a contract with the University. The inclusion of this
contract does not preclude the University from, at its sole discretion, negotiating additional terms
and conditions with the selected Vendor(s) specific to the projects covered by this RFP. If Vendor
cannot comply with any term or condition of this Standard Contract, Vendor must list and explain
each specific exception on the Proposal Exception Summary Form included in this RFP.



APPENDIX B - Public Data Terms and Conditions



APPENDIX C - Detailed Specifications and Requirements



Appendix A

THE UNIVERSITY OF SOUTHERN MISSISSIPPI
SERVICES CONTRACT

This Agreement is between , hereinafter referred
to as “Contractor”, a corporation organized and existing under the laws of the State of
with its corporate address being :
, , , and the University of
Southern Mississippi, a governmental entity of the State of Mississippi, hereinafter
referred to as “USM”, with its address at P.O. Box , Hattiesburg, Mississippi
39406 for and on behalf of its (hereinafter ). Contractor
and USM are collectively referred to as the “parties.”

WHERAS, Contractor desires to provide certain, specific services to USM.
WHEREAS, USM is willing to pay for those services.

This agreement shall not be effective unless and until both parties have executed
this agreement and the effective date of this agreement shall be the date this agreement is
executed by whichever party executes the agreement last. The term of this agreement
shall be for __(one year) ___ from the effective date of this agreement at which time this
agreement shall automatically expire. However, upon mutual written agreement of both
parties, if a renewal agreement is executed by both parties at least XX days prior to the
termination of this agreement, then this agreement may be renewed under terms mutually
agreeable to both parties at that time.

Therefore, the parties hereby agree as follows:

A. Both parties agree to all terms and conditions set forth in Standard Terms and
Conditions, with the exception of any exceptions, additions, alterations, or
revisions set forth in Exceptions to the University of Southern Mississippi
Standard Terms and Conditions.

B. Contractor shall:

Provide the following services:
. (the scope of services should be clearly defined)

oakrwdE

Refrain from using USM’s name, work mark, or other university
identifier.

Refrain from using the name or title of any USM official.

8. Refrain from projecting their product, or the work entailed therewith, as
being approved by or otherwise endorsed by USM, its entities or officials.

~

USM Contract for Services Page 1



C. For the services set forth herein, USM will pay Contractor as follows:
1. (the amount of payment should be clearly defined) The timing of payment
is set forth in Standard Terms and Conditions, Section A.

D. Notices
All notices required or permitted to be given under this agreement must be in
writing and personally delivered or sent by electronic means provided that the
original of such notice is sent by certified U.S. Mail, postage prepaid, return
receipt requested, to the persons at the address shown below. The parties agree
to notify the other in writing of any change of address.

For Contractor: For USM:

P.O. Box
Hattiesburg, MS 39406

STANDARD TERMS AND CONDITIONS

A. Payment
USM shall pay Contractor within 45 days of receipt of each invoice received

from Contractor upon review and confirmation by USM that such payments
and all portions thereof are due, justified and warranted based on services
received by USM in accordance with §31-7-305(2), Mississippi Code of 1972.

B. Availability of Funds
It is expressly understood and agreed that the obligation of USM to proceed
under this agreement is conditioned upon the availability and receipt of funds
by USM to specifically perform the obligations set forth for USM under this
agreement.

C. Representation Regarding Contingent Fees and Gratuities
Contractor represents that it has not retained a person to solicit or secure a
state contract upon an agreement or understanding for a commission,
percentage, brokerage, or contingent fee. Further, Contractor represents that it
has not violated, is not violating, and promises that it will not violate the
prohibition against gratuities set forth in state law.

D. Equal Employment Opportunity
Contractor represents and understands that USM is an equal opportunity
employer and therefore maintains a policy that prohibits unlawful
discrimination. Contractor agrees that during the term of this agreement that
Contractor will strictly adhere to this policy in its employment practices and
the provisions of its services.

E. Assignment Prohibition
Contractor agrees that it shall not attempt to nor shall it assign this agreement
to any party and that any attempt to do so shall be void.

USM Contract for Services Page 2



F. Authority to Contract
Contractor warrants (a) that it is a validly organized business with valid
authority to enter into this agreement; (b) that it is qualified to do business and
IS in good standing in the State of Mississippi; (c) that entry into and
performance under this agreement is not restricted or prohibited by any loan,
security, financing, contractual, or other agreement of any kind, and (d)
notwithstanding any other provisions of this agreement to the contrary, that
there are no existing legal proceedings or prospective legal proceedings, either
voluntary or otherwise, which may adversely affect its ability to perform its
obligations under this agreement.

G. Failure to Enforce
The failure by USM at any time to enforce the provisions of this agreement
shall not be construed as a waiver of any such provision. Such failure to
enforce shall not affect the validity of the contract or any part thereof or the
right for USM to enforce the provisions at any time in accordance with the
terms.

H. Contractor-Independent Contractor
Contractor shall at all times be regarded as and shall be legally considered an
independent contractor and neither Contractor nor its employees shall, under
any circumstances, be considered servants, agents or employees of USM, and
USM shall at no time be legally responsible for any negligence or other
wrongdoing by Contractor, its partners, principals, officers, agents, employees
or representatives. USM shall not be responsible for any federal and state
unemployment tax, federal or state income taxes, Social Security taxes, or any
other amounts for the benefit of Contractor or any of its partners, principals,
officers, agents, employees or representatives. USM shall not provide to
Contractor, its partners, principals, officers, agents, employees or
representatives any insurance coverage or other benefits, including, but not
limited to, Worker’s Compensation, which are normally provided by USM to
its employees. Contractor’s personnel shall not be deemed in any way,
directly, indirectly, expressly or by implication, to be employees of USM.
Nothing contained in this agreement or otherwise shall be deemed or
construed as creating the relationship of principal and agent, partners, joint
venturers, or any similar relationship between USM and the Contractor. At no
time shall Contractor be authorized to do so and at no time shall Contractor
act as an agent for or of USM.

l. Indemnification and Insurance
Contractor and its officers shall indemnify, defend, save and hold harmless,
protect, and exonerate the State of Mississippi, the Board of Trustees of State
Institutions of Higher Learning, USM, and each of their officers, agents,
employees, and representatives, both in their official and in their individual
capacities, from and against all claims, demands, liabilities, suits, actions,
damages, losses and costs of every kind and nature whatsoever, including,
without limitation, court costs, investigative fees and expenses and attorney’s
fees, arising out of or caused by Contractor and its’ partners, principals,
officers, agents, employees or representatives related to actions or inactions of
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Contractor, its partners, principals, officers, agents, employees and
representatives. In USM’s sole discretion, Contractor may be allowed to
control the defense of any such claim, suit, etc., but in such event, Contractor
shall use legal counsel acceptable to USM. Contractor shall be solely
responsible for all costs and/or expenses associated with such defense and
USM shall be entitled to participate in said defense. Contractor shall not settle
any claim, suits, etc., without USM’s written concurrence, which concurrence
USM shall not unreasonably withhold.

Contractor, at its expense, agrees to procure and maintain insurance during the
term as follows:

Worker's Compensation and Employer's Liability: Standard limits as required
by applicable Worker's Compensation Laws.

Comprehensive General Liability:

« General Aggregate - $3,000,000

+ Personal & Adv Injury - $3,000,000

« Each Occurrence - $1,000,000

 Fire Damage (any one fire) - $1,000,000

« Medical Expense (any one person) - $5,000

« Automobile Bodily Injury and Property Damage Liability - $1,000,000
Combined Single Limit

Errors and Omissions Liability: If required, Contractor shall maintain Errors
and Omissions Liability Insurance in an amount of not less than $1,000,000
per claim covering claims or damages because of injury or damages arising
out of any act, error, or omission of Contractor in the rendering of
professional services.

The Contractor shall provide a Certificate of Coverage to the Board of
Trustees of State Institutions of Higher Learning, Office of Insurance & Risk
Management, 3825 Ridgewood Road, Suite 429, Jackson, MS, 39211 and
USM, Steve Ballew, 118 College Dr., #5003, Hattiesburg, MS 39406 prior to
the start of services. The Certificate of Coverage should, at a minimum,
contain the name of the carrier, effective and expiration dates of coverage, a
description of the covered perils, amount of coverage by peril, the name and
mailing address of the insurance company, and the name and mailing address
of the insurance agent. The Certificate of Coverage must name the Board
of Trustees of State Institutions of Higher Learning and USM as an
additional insureds.

J. Attorney’s Fees and Expenses
Contractor agrees that in the event Contractor defaults in any obligations
under this agreement that Contractor shall pay to USM all costs and expenses,
including but not limited to, attorney’s fees incurred by USM in enforcing this
agreement.
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K. Patents and Copyrights
Contractor covenants to save, defend, keep harmless, and indemnify the State
of Mississippi, the Board of Trustees of State Institutions of Higher Learning,
USM, and each of their officers, agents, employees, and representatives, both
in their official and in their individual capacities, from and against all claims,
losses, damages, injury, fines, penalties, and costs, including court costs and
attorney’s fees, charges, and other liability and exposure however caused for
or on account of any copyright or patent infringement that may result from
activities related to this agreement and the actions/inactions hereunder by the
parties. This indemnification is not separate from that set forth elsewhere in
this agreement and is not a limitation thereon, but instead is in conjunction
therewith and is recited to ensure that the full breadth of the indemnification
provisions contained elsewhere in this agreement are understood by the
parties.

L. Disputes
Contractor agrees that any and all disputes between the parties to this
agreement must be submitted to the USM Vice President for Finance and
Administration for consideration and a final decision. If Contractor is
dissatisfied with that final decision, the dispute may, at the option of USM, be
subjected to resolution by mediation prior to any action being taken by
Contractor toward litigation.

M. Modifications to Agreement
This Agreement represents the entire understanding between the parties with
respect to the subject matter hereof, and this Agreement supersedes all
previous representations, understandings or agreements, oral or written,
between the parties with respect to the subject matter and cannot be modified
except by a written instrument signed by the parties. All attached schedules
and exhibits are hereby incorporated by reference to this Agreement.

N. Ownership of Documents and Work Papers
USM shall own all documents, files, reports, work papers and working
documents, electronic or otherwise, created by Contractor in connection with
this agreement.

0. Severability
If any part of this agreement is declared to be invalid or unenforceable, such
invalidity or unenforceability shall not affect any other provision of the
agreement, and to that end the provisions hereof are severable. In such event,
the parties shall amend the agreement as necessary to reflect the original intent
of the parties and to bring any invalid or unenforceable provisions in
compliance with applicable law.

P. Termination for Convenience
USM may, when the interests of USM so require, terminate this agreement in
whole or in part for convenience of USM. Written notice of the same is
required to be provided by USM and shall allow no less than ten (10) days’
notice prior to the effective date of termination.

Q. Termination for Cause
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Either party may terminate this agreement immediately upon issuance of
written notice if the other party fails to perform the obligations to the other
party under this agreement. The party issuing such a termination notice may
allow 30 days within which the other party may attempt to cure the failure to
fulfill its obligations, but such 30 day cure time is not required.

R. Inspection of Books and Records
USM shall have the right to inspect and audit the books and records of
Contractor at reasonable times and places. Such books and records shall be
retained and maintained by Contractor for a minimum of three years following
the termination or the expiration of this agreement.

S. Applicable Law
This contract shall be governed by and construed in accordance with the laws
of the State of Mississippi, excluding its conflicts of law provisions, and any
litigation with respect thereto shall be brought in the courts of this state.
Contractor shall comply with applicable federal, state, and local laws and
regulations. If a court determines that any provision of this contract is not
enforceable against USM, the Contractor agrees that the individual signing
this agreement on behalf of USM is not personally responsible or liable for
any of the obligations and duties contained herein.

T. Venue
Each of the parties hereto hereby irrevocably and unconditionally consent to
submit to the exclusive jurisdiction of the state courts of Forrest County,
Mississippi, with respect to any litigation arising out of, or related to, this
agreement and the transactions contemplated hereby (and agrees not to
commence any litigation relating thereto except in such courts). Each of the
parties hereto irrevocably and unconditionally waives any objection to the
laying of venue of any litigation arising out of this agreement of the
transactions contemplated hereby, in the state courts of Forrest County,
Mississippi, and hereby further irrevocably and unconditionally waives and
agrees not to plead or claim in any such court that any such litigation brought
in any such court has been brought in an inconvenient forum.

u. E-Verify
Contractor represents and warrants that it will ensure its compliance with the
Mississippi Employment Protection Act, Section 71-11-1, et seq of the
Mississippi Code Annotated, and will register and participate in the status
verification system for all newly hired employees. The term “employee” as
used herein means any person that is hired to perform work within the State of
Mississippi. As used herein, “status verification system” means the Illegal
Immigration Reform and Immigration Responsibility Act of 1996 that is
operated by the United States Department of Homeland Security, also known
as the E-Verify Program, or any other successor electronic verification system
replacing the E-Verify Program. Contractor agrees to maintain records of such
compliance and, upon request of the State and approval of the Social Security
Administration or Department of Homeland Security, where required, to
provide a copy of each such verification to the State. Contractor further
represents and warrants that any person assigned to perform services
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hereunder meets the employment eligibility requirements of all immigration
laws of the State of Mississippi. Contractor understands and agrees that any
breach of these warranties may subject Contractor to the following: (a)
termination of this Agreement and ineligibility for any state or public contract
in Mississippi for up to three (3) years, with notice of such
cancellation/termination being made public, or (b) the loss of any license,
permit, certification or other document granted to Contractor by an agency,
department or governmental entity for the right to do business in Mississippi
for up to one (1) year, or (c) both. In the event of such
termination/cancellation, Contractor would also be liable for any additional
costs incurred by the State due to contract cancellation or loss of License or
Permit.

V. Force Majeure
Neither Party shall be deemed in default or otherwise liable hereunder due to
its inability to perform by reason of any fire, earthquake, flood, epidemic,
accident, explosion, casualty, strike, lockout, labor controversy, riot, civil
disturbance, act of public enemy, embargo, war, act of God, or similar causes
beyond the party's control. Any delay in performance shall be no greater than
the event of force majeure causing the delay. If an event of force majeure
continues uninterrupted for a period exceeding six (6) calendar months, either
party may elect to terminate this Agreement upon notice to the other, but such
right of termination, if not exercised, shall expire immediately upon the
discontinuance of the event of force majeure.

Exceptions to University of Southern Mississippi Standard
Terms and Conditions

Any exceptions, additions, alterations or revisions to the University of Southern
Mississippi Standard Terms and Conditions shall be listed herein and shall become a
binding part of the contract upon approval and signature by both parties. If there are no
exceptions, “NO EXCEPTIONS” should be typed after “A.” Failure to add “NO
EXCEPTIONS” will render it not applicable and the entire University of Southern
Mississippi Standard Terms and Conditions will be considered to be in force.

A.

B.

C.

D.

IN WITNESS WHEREOF, THE PARTIES HAVE EXECUTED THIS AGREEMENT
ON THE DATES SHOWN BELOW.

VENDOR NAME UNIVERSITY OF SOUTHERN MISSISSIPPI
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Vendor Rep Name / Date USM Rep Name / Date
Vendor Rep Title USM Rep Title
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PUBLIC DATA OWNED BY THE STATE OF MISSISSIPPI

Per rule 1.4 of the State of Mississippi Enterprise Cloud and Offsite Hosting Security Policy,
each agency must ensure that new contracts and amendments include the terms and conditions
approved by ITS. The terms and conditions provided below are applicable for State of
Mississippi data that the agency has categorized as public data.

Data Ownership: The State of Mississippi (State) shall own all right, title and interest in all data
used by, resulting from, and collected using the services provided. The Service Provider shall
not access State User accounts, or State Data, except (i) in the course of data center operation
related to this solution, (ii) response to service or technical issues, (iii) as required by the
express terms of this service, or (iv) at State ’s written request.

Data Protection: Protection of personal privacy and sensitive data shall be an integral part of
the business activities of the Vendor to ensure that there is no inappropriate or unauthorized
use of State information at any time. To this end, the Vendor shall safeguard the confidentiality,
integrity, and availability of State information and comply with the following conditions:

a) At no time shall any data or processes which either belong to or are intended for the use of
State or its officers, agents, or employees be copied, disclosed, or retained by the Service
Provider or any party related to the Service Provider for subsequent use in any transaction that
does not include the State .

Data Location: The Service Provider shall not store or transfer State data outside of the United
States. This includes backup data and Disaster Recovery locations. The Service Provider will
permit its personnel and contractors to access State data remotely only as required to provide
technical support.

Notification of Legal Requests: The Service Provider shall contact the State upon receipt of
any electronic discovery, litigation holds, discovery searches, and expert testimonies related to,
or which in any way might reasonably require access to the data of the State. The Service
Provider shall not respond to subpoenas, service of process, or other legal requests related to
the State without first notifying the State unless prohibited by law from providing such notice.

Termination and Suspension of Service: In the event of termination of the contract, the
Service Provider shall implement an orderly return of State data in CSV or XML or another
mutually agreeable format. The Service Provider shall guarantee the subsequent secure
disposal of State data.

a) Suspension of services: During any period of suspension of this Agreement, for whatever
reason, the Service Provider shall not take any action to intentionally erase any State data.

b) Termination of any services or agreement in entirety: In the event of termination of any
services or agreement in entirety, the Service Provider shall maintain the existing level of
security as stipulated in the agreement and shall not take any action to intentionally erase any
State data for a period of 90 days after the effective date of the termination. After such 90 day
period, the Service Provider shall have no obligation to maintain or provide any State data and
shall thereafter, unless legally prohibited, dispose of all State data in its systems or otherwise in



its possession or under its control as specified in section 7(d) below. Within this 90 day
timeframe, vendor will continue to secure and back up State data covered under the contract.

¢) Post-Termination Assistance: The State shall be entitled to any post-termination assistance
generally made available with respect to the Services unless a unique data retrieval
arrangement has been established as part of the Service Level Agreement.

Background Checks: The Service Provider shall conduct criminal background checks and not
utilize any staff, including sub-contractors, to fulfill the obligations of the contract who have been
convicted of any crime of dishonesty, including but not limited to criminal fraud, or otherwise
convicted of any felony or any misdemeanor offense for which incarceration of a minimum of
one (1) year is an authorized penalty. The Service Provider shall promote and maintain an
awareness of the importance of securing the State's information among the Service Provider's
employees and agents.

Security Logs and Reports: The Service Provider shall allow the State access to system
security logs that affect this engagement, its data, and/or processes. This includes the ability to
request a report of the activities that a specific user or administrator accessed over a specified
period of time as well as the ability for an agency customer to request reports of activities of a
specific user associated with that agency.
o These mechanisms should be defined up front and be available for the entire length of
the agreement with the Vendor.

Contract Audit: The Service Provider shall allow the State to audit conformance including
contract terms, system security and data centers as appropriate. The State may perform this
audit or contract with a third party at its discretion at the State’s expense.

Sub-contractor Disclosure: The Service Provider shall identify all of its strategic business
partners related to services provided under this contract, including but not limited to, all
subcontractors or other entities or individuals who may be a party to a joint venture or similar
agreement with the Service Provider, who will be involved in any application development
and/or operations.

Sub-contractor Compliance: Vendor must ensure that any agent, including a vendor or
subcontractor, to whom the Vendor provides access agrees to the same restrictions and
conditions that apply through this Agreement.

Processes and Procedures: The Service Provider shall disclose its non-proprietary security
processes and technical limitations to the State so that the State can determine if and how
adequate protection and flexibility can be attained between the State and the vendor. For
example: virus checking and port sniffing — the State and the vendor shall understand each
other’s roles and responsibilities.

Operational Metrics: The Service Provider and the State shall reach agreement on operational
metrics and document said metrics in the Service Level Agreement. Examples include but are
not limited to:

a) Advance notice and change control for major upgrades and system changes

b) System availability/uptime guarantee/agreed-upon maintenance downtime



¢) Recovery Time Objective/Recovery Point Objective

d) Security Vulnerability Scanning
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